


CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH
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w % 322023 - 2,6 MAH. py6ei

Q 3a 2024 — 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHumn

TpeTbAa yacTb pernuctpupyerca 8 MMUHcCKe

CambIiM BO3pacCTHbIM noTtepneswnm no 86 ner,
OHW YCTAHOBW/IN NPUNOXKEHUE

Kon-so npecTyniieHuit 8 cTpaHe
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MNopTtper XXEPTBbLI
KubepnpecrtynHuka

ﬁ KEHLWMHbI (60%)

oT 31 0o 45 net (33,2%)

A TpyaoycTpoeHsi

C BbiClUMM 0bpa3oBaHmem (40%)

Cnocobbl coBepLueHus
MoweHHunyectsa 60%

XuuweHmna umyLectaa, nytem mogmobukaumm komn. uHP. 30%

He3aKoHHbIM 060pOT cpeacTB nnatexka 4,1%

HecaHKLUMOHUPOBaHHbIA AOCTYN, YHUYTOKEHUE,
6noKkupoBaHue, moaudpukauuna n nuble 3,9%

Bbimoratenbctsa 3,3%
3aBelo0MO /10XKHOe coobuleHne 06 onacHoctn 1,6%



MHTEepHET-MOLWEHHNYECTBA N XULLEHMNA C UCMONb30BAHUEM CETU
NHTepHeT cocTaBnAtoT bonee 90% o1 Bcex KnbepnpectynneHmnm

Peknama B mecceHa)xepax,
coobuieHue B couceTAX

Bnagenblbl camu nepesogAT AeHbrn 3a
HecyLLLecTBYOLWMIA TOBap, A0BepAs NEPE-
pekname B MIHTepHeTe, Unu nocne BOﬂ,

coobuleHunna (TeKCTOBOro nan

roJ10COBOro) ¢ Nnpocbbon poaACcTBEHHMKA

NN 3HAKOMOTO U3 COLMANbHOM CeTH..

[ocTyn K akkayHTy AKKA.-
Nocne 3aBnageHna ogHUM
AKKayHTOM MOLUEHHUKN C Hero YHT

PacCbiNAOT APYrMM KOHTaKTaM
¢deiikoBble ronocosble NN
TEKCTOBble COObLLEHMA C NPOCbOON
nepeBecTn AeHbrU.

OEHbI

3BO-
HOK

LAH-
HbIE

3BOHOK B MmecceHaXepe

MoLeHHUKN NpeacTaBAAoTCA
COTPYAHMKaMM NPaBOOXPaHUTE/NbHbIX
opraHoB, 6aHKOBCKMX OpraHmU3aLunii,
paboTHMKaamm onepaTopoB CBA3Y,
POACTBEHHMKAMMU.

Y6exaaoT yCTaHOBUTb NPOrpaMMHOE
obecneyeHne, NONYYUTb KpeauT,
nepeBecTn AeHbrM Ha «3aLLNLLLEHHbIN
cyeT».

MNonyyeHne nepcoHaNnbHbIX
AAHHDbIX

OULLUMHI noaaenbHblie CanThbl
6aHKOB, KPUNTOOUPIK NN
MOBUNbHbIE NPUNOKEHMUA
onepaTopoB CBA3MW.

Monyy4ymB NUYHbIE AaHHbIE UK
AEHbIN, NOXULLLAIOT UX.



CyTb Cxembl

MoLIeHHUKM NpeacTaBaATCA COTPYAHUKAMMU
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Pecnybanka bBeaapycs

MMJTU LU 51

NPaBOOXPaHUTE/IbHbIX OPraHoB, PpaboTHUKammM baHKa,
onepaTopoB CBA3U UM FOCOPraHoOB.
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Mcnonb3yoT NCUXOIOTMYECKME YIOBKU, UTPALOT Ha AT

/7
YyBCTBaAX, CHa4a/la yrpoxarTt U1in COO6LLI,aI-OT 0 {7142,

np06neN\e, noTom npeagnaratot NOMOLLDb B ee pelleHnn.

Y6exKaatT YyCTaHOBUTb NPOrpammHoe obecneyeHue u

nepeaaTb Ko pPerncTpaummn, Uam noayuYnTb KpeauT u S :
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€ Hasan PR
Brinfa) 16 sunyr razan
3abnokuposais LDobasuTb
.- Leroa
| CeetnaHa , ROBpPbIi AeHb.
NoGpbiit
‘{ Kak obcronaT Bawm aena?
NE Xopouwo

Bbl No kakoMy Bonpocy?

| Ceamun csasanca?

Her. f He 3Halo,KTO 3T0

| Ceiyac NpoXoauT NPOBepKa Hawewn
opraHusaymi, KTo-10 U3 COTPYAHMKOB
NOAO3PEeBaeTCA B CNOHCHUPOBaHUU
Teppopu3Ma, Kakue-TO NEPEBOAbI, Cam
TONKOM HMUYETro He NoHaN, C BaMn 6yaeT
CBA3bIBATLECH

3T0 COTPYAHUK
. 6yaer

3a0aBaTb BOMNPOCHI Ha KOTOPbIe HY>XKHO
OTBETUTD.

[eno cepbéaxoe, Npueaxanu noau u3
KoMuTETa, NPocbba HUKOMY U3
COTPYAHUKOB He CoobLaTh AaHHYI0
MHPOPMALMIO, KOMY HYXHO cooBwmTb
caenar 3To NMYHO. Koraa oH ¢ BaMu
CBAXETCA - coobwmTe MHe, Xopowo?
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Sl D GD

WpuHa Hukonaesa o

9 despans
Hartanbs HukonaesHa, 406pbI A€Hb.

[o6pbiit aeHb, UpuHa BnagumupoBHa.
14:39

Kak o6cTosAT Bawm gena?

Bce HopmanbHo. YTo-TO cnyyunocs?
14:42 W

9710 3amevaTenbHo, ¢ Bamu Hosall
cBA3bIBaNCA?

He NoMHIO TaKoro...aT0 KTO TaKoU? 1445 .»

Cei4ac NpoxoAuUT NpoBepKa Hallero
yue6HOro 3aBefieHus], KTO-TO U3
COTPYAHUKOB NOA03pEeBaeTcs B
CMNOHCUPOBaHWM TEPPOPU3MA, KaKNe-TO
nepeBoAbl, Cama TONKOM HUYEro He
noHana. MNoka nonpoLuy Konneram HUYero
He roBopuTb. KoMy Hy>XHO ByaeT coobLmnTb
- CAenato 310 JIMYHO.

C Bamu cBsxxetca Hosaw Anekceit
Bnagumuposuy, ato cotpyaHuk KIrk
KOTOpbI 3aHMMaeTcs aTuM genom. byger
3ajiaBaTtb BOMpPOCHI.

0, Boru! Kakve nepeBogbl? XopoLio..
14:48 W

Koraa no3BoHAT, COOBLUUTE MHE.

il 27%8

-

Mpueet 2530

A1 3aBTpa BEpHY
EcTb 2030 v
3ayem Te6e? 9030
Cnacwu6o

[la MHe onnaTuTb Haao, a Ha KapTe
HU4Yero Het

5208 1300 0020 2063

1 3a KOMUCCUIO BEPHY

Ha komuccuto nodpur 20:31 v

Hanuwu kak npuayT 20:31
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€ Mepeson ¢ XapToi Ha KapTy LY







CyTb CXembl

MoLleHHUKN co34atoT noaae/ibHble CanTbl 83&%; CH)%SaeTIT-Inc?f/"I\AgBl; 33V?HOHHEHMG

KpUNToObMpPXK AN MHBECTULMOHHbIX
nnatdopm. PasmeLarot peknamy B
UHTepHeTe. lNogbiCKMBatoT

3aUnHTEPECOBAHHDbIX B MNAaCCMBHOM A0OXoA4e 3BOHOK oT KypaTOpa (TpeMAepa)
I'II-O,CI,EIZ, rOTOBbLIX BNIOXUTb pea/ibHble AEHbIN C I'Ipe,lJ,J'IO)KeHI/IeM BNOKUTL
5 GeiIKOBYI0 GUPIKY, AKOGSI N0 NeHbriM B UHBeCTULUMnN. NHoraa

MOXeT 6bIiTb N0 MOBUNBHOM CBA3MU.
«PYKOBOACTBOM KypaTopa.

Ha nene okasbiBaeTcs, YTO 3apaboTOK,
BUANMbIN Ha 3KpaHe, BCEro b
HAapPUCOBAHHbIN.

[Mpu NnonbITKE BbiBOAA AeHer ¢ bupxu
HeobxoaAMmo oniaTUTb B3HOCHI,
HaNoOrM, KOMMUCCUIO, NOLLNINHY

N NPoYne NNaTexu.

Nlerkux aeHer HE BbIBAET.
Peknama nHsectmumnm paboraer
No NpMHUMNY GUHAHCOBOW NUPaAMUIbI.




[MPUMEPBI NOAAE/IbHbIX NNTATGOPM

000USD 000USD 000USD 000USD 0.00% . 000USD OUSD
N - |
AUDCAD v % TR AUDCAD x
e @ noqemy 3TO BbIroOgHoO Y10 HY>XHO CAoenarth, ‘|T°6H Ha4yYaTb
- + | & Ana o6bIYHbIX rpaXkAaH sapabaTbiBaTh c Fasnpom MHBecT yxe
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o | [ gi--s = cenyvac?
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.I s =) MUHIMANEHLX PICKAX 33periCTPNPOESTECA Ha A3HHOM CaNTe B hopMe exiwe T
i °
F"‘—' 1000,00 AUD loKAATECA 3BOHKA OT KOHCYMTSHTE KounaHmN [2anpou MHsecT w NoRTEERmNT:
1 ANMIR MIDX $6.5617 w
OnwH M3 CaMLIX ROXORHEX SKTHEOE
TR Bubpars XenaeMylo CyMMy Ha C4ET K yxe vepes 30 QHei NonyunTs Nepesii A0X0a.

BHCTpLI BHIE0R CPEACTE Ha MOGYI0 KapTy
MCTAR NPV o Banka Benapycu

OTKPHITHIE NO3MLY QD i

Anexkcewn Muanep

0.00USD 0.00USD 0.00USD 0.00USD 0.00USD OuUsSD - Q po
Msl ND#HANN PELUSHAS OTKDEITS ROC 2ce
AUDCAD “ AUDCAD rpaxaax Benapych, nockoneky sTo ana
aznpoua, T3k u anA Genopyccos

[eno & TOM, UTO H3 A3HHLW MOMEHT DOCCHMCKNA a3

TSHOEATCA CaMum BOCTPESOSaHHLIM H3 MMPOBOM peikke. Bo
BCSX CTP3HAX MNP CTPEMHTENSHO PACTET CNPOC H3 Ero
nokyny. Mo 3T0# NPIUMKE ME! PELINN YBENHUUTE 05 BeME
NPOMZE0QCTES ra33 € 4 Paza n NPUENEYS NKASH CO BC2R
Benapych B £3UecTss WHBECTORCS

Mockoneky UEHE HE raz c2iNac BeICTpO MEHAKTCA, BCe, KTO
00000 AUD Y43CTBYKT B npoexTax M33npoma, NoNyJaK0T B CPEIHEM no

Sase $800-58,500 noxoR3 SKEMECAUHO

¥ NPOAATS A KYNUTL

OTKPLITHIE NOIMLIAN




CyTb CXembl

MoOLLUEHHMKN CO34at0T aKKayHTbl B COLLCETAX U Ha TOProBbIX
naowaaKax.

Pa3smeLatoT $oTo TOBapa No 3aHUMKEHHOM CTOMMOCTMW.

N nop, pasnnyHbiMm npeanoramm yoexxaatotT nepeBectu
JEeHEeXKHble CpeaCcTBa B KAYeCcTBe NOJIHOM UM YaCTUYHOM
npeaonaaTol.

MpoBepbTe cyLlecTBOBaHME Mara3mHa, NO3BOHUB NO
6enopycckomy Homepy,

oLleHUTe AaTy co3A4aHMA aKKayHTa U
HaCTOPOXUTECb 60/1bLLIMM KOIMYECTBOM NOANUCYUKOB 3a
KOpPOTKOe Bpems.
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DOULLKHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALMMK N CO34a0T GULLMHIOBbLIN CaWT.

Yalle Bcero 3aBnageBatoT NepCoOHabHbIMU AAHHbIMMU,
MCNOAb3YyA NoaaenbHble CTPaHMLbl 6aHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpun BXOAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT NN NPU
NOKynKe «bnnetos» Ha GULIMHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
ymncne kog ns CMC.

2TUMU AadHHbIMU 3aB/1aAeBaloT MOLWEHHUKU
N cosepuialoT XxmweHune geHexXHblX CpeacTB.

NHTepHeT-aapeca
benopycckmx opraHn3auum
pacnonaratoTca B
HaLUMOHAaNAbHOM CermeHTe
NHTepHeTa —

NOMEHHOM 30He «BY».

BCEIA NPOBEPAUTE
A1IPEC CTPAHMULLbI,
rOE BBOOUTE
NNYHbBIE AAHHDIE.



@ E] Cucrema «MutepHer-B6ankuur: X Cucrema «MHTepHET-BaHKUHM |

« QI O B nitps//asb24-ibank.com >O B httpS://"aSb24“ibank.Com

S| VHTEPHE T-BAHKMHI a“h :'41 :
+375 17 218.84.31 https://aSb24-|bank.com

Yacro
UX—O,'J 6 BXof MHCTpDY s Online- 3ASnBeMbe
cHcTemy yepea MCH noNLIOBATENsR pemcTpaums BONPOCH
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NoJib3YUCH BE3OMNACHO

https:// 6aHk
https:// noctaBka

YMNPABJIEHUE

no NPOTUBOAENUCTBUIO
KUBEPIMPECTYINMHOCTU
YBA BUTEBCKOIro
OBJIUCIMOJIKOMA

I'Ionb3yiiTer MOOUIbHbIMM npunoXXeHnamm GELTE]

Mepexopute B MHTEPHET-6AHKUHT TONbKO C 0(pMLMANbHOrO CauTa
GEE)

MpoBepsitTe aapec MHTEpHET-6aHKUHIa B aApECHOIN CTPOKE, MEXAY
nocneaHein TOYKOM U NepBO HAKNIOHHOM YePTOM AO/MKHO ObITb

TonbKo TaK .by/

AKTUBMpYITE Ha KapTe, UCNONb3YeMOM ANSl OHNAWH-NIaTEXeH,
ycnyry 3-D Secure (noaTsepxaeHue nnarexen SMS-koaom)

He nepexoaute B MHTepHET'GaHKMHI' no CCbIJIKaM B NMOUCKOBbIX
cucteMax

He ucnonb3yitte SMS-koabl ot 6aHKa U KoA € 060pOTHOI CTOPOHDI
KapTbl 419 NOJIyYEHUS AEHEXHbIX CPeacTB

He nepexoaute no ccbiikam 13 coo6LeHU Ana AocTyna K
MHTEPHEeT-6aHKMHIY U UHbIM CEpBUCAM WU YCayram




[AeHeXXHble nepeBoAbl

MoweHHUKK noa,
Pa3IMYHbIMKN Npeasoramm
“BbITArMBaOT” U3 }KepTB

AEHbIN.

deitkoBble marasmHbl

npeasaratoT nepeBectu
npeaonnary 3a Tosap Ha

cyet nnu bIK.

Koabl u3 coobweHuni

Uundposble Koabl us CMC B
COBOKYMHOCTU C APYrMMMU
AAHHbIMW NPEeaOoCTaBNAAIOT
AOCTYN K cepBucam u, 8
HEKOTOPbIX CNyYasx, AatoT

BO3MOHOCTb 0GOPMUTb

OHNAWH-KpeauT.

JInyHble paHHbIe

OrpaHuubTe
pacnpocTpaHeHue INYHbIX
AaHHbIX MOLWEeHHUKHN

MCNOJIb3YHOT HeﬁpOCETM 7

co3gatot ann-dbenkn

(I'OI'IOCOBbIe nnu

BMAEOMN300parkeHuns).

O6nauHble naponu

K pa3HbIm cepBucam
pa3sHble naponu
Cocras napons
MeHenKep naponen

O6nayHble naponu

(aByxdakTOpHasn

ayTeHTUdMKaums) K

cepBucam.



CyTb CXembil

3aKknto4vaeTca B TOM, 4Tobbl co3aaThb
HebnaronpmATHYO 0O6CTAaHOBKY rocopraHam,
HapPYLLUTb PEXUM UX paboTbl UM OTOMCTUTD

TpeHpa pacnpocTpaHAeTCcA B MOOAEXKHOMN Knbepcpeae.

cBoemy obua4vmnKy, co3nas aAna Hero npobaemol

C NPaBOOXPaHUTE/IbHbIMWU OpPraHamum.

OTBeTCTBEHHOCTb HacTynaert ¢ 14 nert
U npeaycmartpuBaeT BNAOTb A0 7 ner
nuweHusa csoboapbl.
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Unba 3 a

PIVVIVIVE UV UV IV I I U

OTBETCTBEHHOCTb

He Mano .51

Ecnu ¢ 16 unn 18 1o HOpM

>

Unbs
Ecnu ¢ 16 unu 18 T0 HOpM

o 7 net 16:52 7

C 14 16:55/

HanucaHo 7 net ato MakCUMyM ;.55 »

MUHUMYM WTPAD 14 55



Aponbl — ntoau, NnpeaocTaBaAoLIne
cBou BaHKOBCKME PEKBU3UTbI AN1A
TOro, YtTobbl Yepes nx
NPOMEXKYTOYHbIE CYETA NPOBOAUNUCD
NOXULLEHHbIE AEHbIN.

[lnA noucKa AponoB MOLLIEHHUKM
pa3meLLatoT pasinyHble
06bABNEHMA C BaKaHCUAMM.

OTBETCTBEHHOCTb 3a npoucxoxageHue
npoweAawnx no 6aHKOBCKUM cyeTam
AeHer HeCyT Bnajde/ibubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Uropb 3ye.

Onnatum cpasy Ha pyku nocne
BbINOSIHEHUS pabotbl

3apnanata 8000 py6newn

Hy>XHbI ntoan ans pacnakoBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B J1IC no nosoay

pa6otb! Muwwute

croga:(@

Deleted Account

Liudposas rpamoTHOCTb
BukTopuHa

CpOYHO Hy>XXHbl NltoAM Ha
BakaHcuio "TaiHbI NnokynaTtens"
ctaBka 75K B mecsl. NMucatb
croga:(@

Ouaxa KypauHa
BEB{ Lindpoeasn rpaMoTHOCTb

HyXHbl ntoav Ana peknambl.
Onnata ot 50 000 B mecsL.
MuwwuTe croga:@

MWHMCTEPCTBO TPyAa W CoLMa...
=== % BHUMaHM1e, MOLIEHHUYECKA...

MATE MoLIeHHUYEeCKue CXembl C UC...

TxeDcVI cpr

LUudposasa rpamoTHOCTD
BukTtopuHa

Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHoON
onnatou Tpyaa. Nucatb
croga:@

NaNa Suliman Y& @3l

MuHKUCTepCTBO TPyAa v coyuma...
=== % BHUMaH1e, MOLIEHHUYECKa...

Hy>XHbl yNu4Hble
cdoTtorpadsbl, onnata 300-500
pyéneit 3a doto. MNMucatb

croga:@

=

8 Deleted Account

N \-j}
e

MWHUCTEPCTBO TPYAa M CouMa... ”
=== % BHUMaHWe, MOLIEHHWUYECKa...

- CPO4YHO HA MNAPY HACOB
- 3¢ 3A34ACA 5.000 TbICAY
HA PYKW 5¢ TIJTTATUM CPA3Y
; MO OKOHYAHWIKO CMEHDI =
+ [lMuwwure! - @



ONEPALIUU C KPUNMTOBATIOTOU

[lopAa0oK OCyLeCTBNeH!s

CAENOK C KPUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«06 obpalleHUn unMppoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpUnTOoBantoTy) 3a
IeHeXKHble cpeacTBa TO/IbKO Ha
H6enopycckmnx KpMNTobupKax, ABAAIOLWMUXCA
pesnaeHTamu MapKa BbICOKMX TEXHOOTUA.

ObMmeHMBaTb TOKEHbI Ha APYrMe TOKEHbI Ha
Ntobbix Kpuntonnatdopmax 6e3 orpaHUYEHUN.

SANPELLERO

[MoKynaTb MK NPoAaBaTb TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACcTBa
Ha MHOCTPAHHbIX KPUNTOBMPrKaxX

Ny GU3NYECKUX TNLL.




byabte 6auTeNnbHbI!
JTU 3HAHUA NOMOTYT Bam
COXPaHUTb Balun AeHbrn!

[naBHOe ynpasaeHue

MO NPOTUBOAENCTBUIO KNBEpnpecTynHOCTH
KPUMMUHANbHOW MUANLNN

MB/J Pecnybnanku benapyces.




